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» PLT & VMS

« Previously an Ethereum Core Dev
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. VanFP, Code & Coffee YVR
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SUME BACKGROUND CONTEXT

WHAT SET OF PROBLEMS IS FISSION SOLVING?
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SOME BACKGROUND CONTEXT
-RONTEND IS5 EATING THE BACKE

- Frontend is never going away

- Browsers keep getting more powerful (e.g. WebAssembly, WebAuthN)

- Trend to more granular edge — Cloudflare Workers / Fastly Edge Cloud

CONTAINERS SERVERLESS

- Empower front end devs / full stack web apps for the 20's and beyond #

WEB NATIVE

() () \
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SOME BACKGROUND CONTEXT
CONSTRAINTS

- BEverything for a modern web app directly in the browser
- Vanilla browsers only — no plug-ins
- As secure or better than with traditional cloud Infra

. UX should teel the same or easler



SOME BACKGROUND CONTEXT
"WEB NATIVE®

I0S

Build web apps more like
native mobile & desktop

COMPUTE @\

Password-less login,
end-to-end encryption,
secure by default

IDENTITY

Local-first, secure,
user controlled,
global file & hosting platform

STORAGE @
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USER IDS WITHOUT A DATABASE
STANDARDIZATION

EXAMPLE 2: Minimal self-managed DID Document

{
, "@context”: "https://w3id.org/did/v1l",
W3C, I\/IICFOSOft, BC, etC "id": "did:example:123456789abcdefghi",
"publicKey": [{
"1d": "did:example:123456789abcdefghi#keys-1",

« For users, devices, and more "type": "RsaVerificationKey2018",
"owner": "did:example:123456789abcdefghi",
"publicKeyPem": "

, i~ }H,

Based on public-key cryptography e ationts (4
// this key can be used to authenticate as DID ...9938
I ' N "type": "RsaSignatureAuthentication2018",
" Tru'V Un|Versa‘ UUlDS "publicKey": "did:example:123456789abcdefghi#keys-1"
H,
: : "service": [{
" AgﬂOStIC abOUt baCklﬂg "type'": "ExampleService",

"serviceEndpoint": "https://example.com/endpoint/8377464"
+]
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 Not super readable, so publicize over DNS TXT record

- did.USERNAME.fission.name



USER IDS WITHOUT A DATABASE
SELF-SOVEREIGN IDENTITY (SSI) # &

Generate your own globally-unique, verifiable user ID!

As many as you like

Many methods — we're starting with "did:key”

Not super readable, so publicize over DNS TXT record

- did.USERNAME.fission.name

did:key:zBRAmM3DNZHT1G8Nb2RHzgKK7TrWxEmJjZskgvFdncTthzUHzngyNKmKx4VKWEJEBsk4SE4Ka3kHI92MxU2YC7CcePHy77GzZy8

Ed25519 — AAAAC3NzaC1lZDIAINTESAAAAIB7/gFUQSUI1IBTrEJjW/7Jq6fX6JLsK1J4wXK/dn9JdMcO
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DISTRIBUTED READ CONTROL
OCAP / READ KEVYS

» ACLs

"Reactive access control”
. Authority by association

« OCAP

» "Proactive’ access control
« Authority by possession

« "You either have the key, or you don't’

« Normal AES-256 keys



DISTRIBUTED READ CONTROL

VI O

Q

- G

RANULA

= ACC

oS O

=Y

DT




DISTRIBUTED READ CONTROL

MO R

- G

RANULA

= ACC

oS O

=Y

. Public keys playing double duty: IDs and secure key exchange!

DT




DISTRIBUTED READ CONTROL

VI O

Q

€

RANULA

= ACC

oS O

=Y

. Public keys playing double duty: IDs and secure key exchange!

 Encrypt the encryption with more encryption

. Each layer (file or dir) is encrypted with a key

. Dirs contain keys for each sub dir / file

» Recursel

DT




DISTRIBUTED READ CONTROL
VORE GRANULAR ACCESS: CRYPIREES

. Public keys playing double duty: IDs and secure key exchange!

 Encrypt the encryption with more encryption root
. Each layer (file or dir) is encrypted with a key
. Dirs contain keys for each sub dir / file

» Recursel

/N



DISTRIBUTED READ CONTROL
VORE GRANULAR ACCESS: CRYPIREES

. Public keys playing double duty: IDs and secure key exchange!

 Encrypt the encryption with more encryption root
. Each layer (file or dir) is encrypted with a key
. Dirs contain keys for each sub dir / file

» Recursel




DISTRIBUTED READ CONTROL

MORE G

RANULA

= ACC

oS O

=Y

. Public keys playing double duty: IDs and secure key exchange!

 Encrypt the encryption with more encryption

. Each layer (file or dir) is encrypted with a key

. Dirs contain keys for each sub dir / file

» Recursel

. Access granted to a directory and below

. i.e. Same UX Dropbox/Google Drive

.« Full user controlled

TR

root

e




DISTRIBUTED READ CONTROL

MORE G

RANULA

= ACC

oS O

=Y

. Public keys playing double duty: IDs and secure key exchange!
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. Each layer (file or dir) is encrypted with a key

. Dirs contain keys for each sub dir / file

» Recursel

. Access granted to a directory and below
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Application Authorization Server Resource Server
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Now can also be:

Grant!

Token? ee——)

Token!
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. Another device (same human)

Valid!

G Ro 50U CE

« A user's peer (different human)

. Some service



DELEGATED WRITE ACCESS

LOOGL

- S MACA

ROONS: "STACK

Root Proof

) COOKI




DELEGATED WRITE ACCESS
GOOGLE S MACAROONGS: "STACK

) COOKI

« Solves for Google's infra

« Decentralized delegation

Root Proof . Attenuation

« Shrink size with HMACS

. Assumes auth servers



DELEGATED WRITE ACCESS
GOOGLE S MACAROONGS: "STACK

) COOKI

« Solves for Google's infra

Delegate 1

« Decentralized delegation

Root Proof . Attenuation

« Shrink size with HMACS

. Assumes auth servers



DELEGATED WRITE ACCESS
GOOGLE S MACAROONS: "STACK

) COOKI

Delegate 2

« Solves for Google's infra

« Decentralized delegation

Root Proof . Attenuation

« Shrink size with HMACS

. Assumes auth servers




DELEGATED WRITE ACCESS
GOOGLE S MACAROONS: "STACK

) COOKIES @ @ @

Delegate 3

Delegate 2

« Solves for Google's infra

« Decentralized delegation
« Attenuation

« Shrink size with HMACS

» Assumes auth servers
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Delegate 3

Delegate 2

« Solves for user-centrism

« Decentralized delegation

.« Attenuation

« Shrink size with CIDs

. Assumes PK]
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“igs” i ¥did:key:z1IMdJPaWBebKxtES3AszRWYTF6 /7/wCLeFdcsgc3R8 7hyLKzBK...”,

“aud” :“did:key:zB
“scp” +* [publi

44
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orf” : <JIJWT P

<SIGNATURE>
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c/photos/covid2020/",
D ONLY”,

RO0F > , (— R rSiVE

Problem: gets pretty big

RHzgKK7TrWxEmJjZskgvFdncTthzUH...”,
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“pty” : 7 APPEN
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RECAP
WELL THAT WAS A LOT OF CONCEPITS

- Fully client-side auth

- User controlled / sharding logical conclusion
- A'universal” user ID taple

- Infinite scale &

- NO need for an auth server

- Onling, offline, P2P, or traditional cloud infra VAN

- Crypto keys.. crypto keys everywnerel
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