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SCENARIO

. Avulnerability present in code (last updated March 2013)

Public disclosure in aug 2014.

Interestingly someone posted a pull requestin Jan 2013

. Till may 2015 it was not patched even though there was a new release after the
pull request was in place.



INFORMATION RECIEVED

Hellg,

A Cross-Site Scripting (XSS) vulnerability was reported on your website:
https://www xssposed.orglincidentsi/ {

Current vulnerability status is "unpatched”. It is recommended to fix the vulnerability rapidly to
prevent its malicious exploitation by hackers.

Later you can request to check that the vulnerability was patched in order to change vulnerability
status.

Best regards,
X5Sposed.org Team

IMPORTANT: This is an automated notification that is sent only once. If in the future you wish to
receive notification about all upcoming vulnerabilities on yourstory.com subscribe online for free:
www.xssposed.org/email-alerts!
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INVESTIGATION RESULT

Javascript Based DOM-XSS

Culprit identified as facebook-page-photo-gallery wordpress plugin.
Remove the plugin

XSS Fixed; Issue closed

End of Story



EMAIL TO PLUGINS TEAM

a Anant Shrivastava <anant@anantshri.info= May 5 (11 days ago) i, v
to WordPress.org |-

Hi Team,

| was just now informed about a dom based xss vulnerability being exploited in the wild by some attackers. (Seems like this was
not responsible reported and hence doing the right thing. i don't need any credit for this.)

https://wordpress .org/plugins/facebook-page-photo-gallery! (last updated in 2013)

The plugin just need to be activated and even if there is no embedded widget or code anywhere in code the jscript is included and
that causes this.

One sample place where a client is marked as vulnerable by someone : hitps:/fwww . xssposed.org/incidents/ /

| have verified the vulnerability at a local setup with just this one plugin installed and no widget added.
172.28.128.11 being my local machine ip.

http:/172.28.128.11/#prettyPhoto[rmsg0d)/2 <img src=x onemror=alert{/*SSPOSED/)=>/




RESPONSE FROM PLUGIN TEAM

[z Sk oo May 9 (7 days ago) - -
to me |-

Thank you for reporting this plugin. We're looking into it right now.

If you wish to help us speed up the process, please remember to include a clear and concise description of the issue. In the case
of any security exploits, it greatly helps if you can provide us with how you verified this is an exploit (links to the plugin listing on
sites like secunia.com are perfect). In the case of serious exploits, please keep in mind responsible and reascnable disclosure.
Every attempt to contact the developer directly should be made BEFORE you reported the plugin to us. Since our policy is to
close the plugin {preventing new downloads) until it's fixed, you may not be alerted unfil the plugin is updated.

Since we do not report security issues to the general public, we ask you remember NOT to publish details of the exploit. Doing so
would put users at high risk until they have a chance to update. As for how you decide to release information of a fix? Well, that's
up to you. In a perfect world, you would be in contact with the developer and arrange a suitable amount of time, post patch
publication, to publicize the issue.

If you provided a link to your report, DO NOT delete it! We have passed it on directly to the developers of the plugin.

Please note: You may not receive further communication from us on this matter, simply due to the volume of emails we get a day.
We do greatly appreciate the report. In addition, we have no relationship with any bug bounty programs, so we don't file your
reports etc to them. The only one with which we work is hitps://hackerone com/automattic and that's for bugs related to
Automattic properties. Everything else is on your own, den't ask us to submit things.

Oh and no, this is not an 'auto-reply’ - A real human read your email and is processing it. We do have an auto-complete answer,
but we promise there are real humans here, reading things and testing cut the issue. We just want you to know that your email
didn't hit a black hole.




MEANWHILE

DISCOVERY REQUIRES EXPERIMENTATION



REPOSITORY

scaron / prettyphoto @ Watch~ 37 o Star 357 annl

I branch: master ~

Commits on May 7, 2015

. Fix post test 4cc502e ¢y

scaron authored 9 days ago

Update v number

i . scaron authored 9 days ago

3ale5aa <h

[#149] Filter out chars to prevent XSS
scaron authored 9 days ago

36463d4 <>

Commits on Mar 19, 2013

Revert the chnages

dea7aesd eh
scaron authored on 18 Mar 2013

Remoed the Y from gallery

c74ad8a h
scaron authored on 18 Mar 2013




CRUX OF THE ISSUE

function getHashtag()({

var url = location.href;

hashtag = (url.indexOf('#prettyPhoto') !== -1) ? decodeURI(url.substring(url.indexOf ('#pretty
Photo')+1,url.length)) : false;

return hashtag;

}i




GOOGLE AHOY

wiww.perucrack.net/2014/07 /haciendo-un-xss-en-plugin-prettyphoto.htm

PRINCIPAL SEGURIDAD INFORMATICA NETWORKING SERVIDORES DESCARGAS

Haciendo un XSS en Plugin Prettyphoto

i hacking, Laboratorio. plugins, x5s :

Para explicar este ejemplo de un X55 (Cross 5ite Scripting) vamos a tener que buscar una web que tenga el
plugin prettyphoto, usada en Joomla vy Wordpress es muy usado para crear Slides de imagenes, efectos,
galerias.

Lo primero seria buscar una web vulnerable, lo mejor es hacerlo mediante un dork, de la sigulente manera:

inurly/wp-content/plugins/prettyPhoto




INTERESTING FACT

scaron / prettyphoto @ Watch ~ 37

fixed xss vulnerability

Duncaen wants to merge 2 commits into scaron:master frOM Duncaen:patch-1

2

™ Conversation 2 - Commits 2 Files changed 1

vl

E Duncaen

Escape hashRel and parse hashindex as integer.
Exanuﬂe: http: / fwww.no-margin-for-errors. com/projects/prettyPhoto-jguery-1lightbox-

clone/t#prettyPhoto[pp_palls2,<a onclick="alert(1); ">/




CONTACTING AUTHOR

any eta on xss fix

anantshri opened this issue 11 days ago - 5 comments

: x : anamtshri

Someone reported a Dom XSS vector in 07-2014
http://www.perucrack.net/2014/07/haciendo-un-xss-en-plugin-prettyphoto.htmi

| can see evidences of this issue being exploited in wild. Can you suggest when a fix would be ready.

Created a public issue coz the disclosure was long back but still a lot of people are using this library and
all of them are susceptible to this attack.




SPREAD THE WORD

OC anantshri

@anantshri

Found perucrack.net2014/07/hacien... to be exploited in wild.
july 2014 till now close to one year:no patch. Remove
prettyphoto.js from production

3:57 PM - 5 May 2015

« 31 *




SPREAD THE WORD

O anantshri w Follow
@anantshri —

Jquery plugin PrettyPhoto.js is vulnerable to DOMXSS since
07/2014 avoid using it. github.com/scaron/prettyp...

4:01 PM - 5 May 2015
[¥) GitHub @github

any eta on xss fix - Issue #149 -
scaron/prettyphoto

Someone reported a Dom XSS vector in 07-2014
hitp./Mwww.perucrack.net/201 4/07/haciendo-un-xss-
en-plugin-prettyphoto.html | can see evidences of

this issue being exploited in wild. Can you suggest
wh

View on web

« T x




SPREAD THE WORD

X anantshri w Follow
@anantshri —

. @ _WPScan_ Please add all plugin's and themes using
jquery.prettyphoto.js as vulnerable to DOMXSS details
github.com/scaron/prettyp...

4:02 PM - 5 May 2015

[§) GitHub @github

any eta on xss fix - Issue #149 -
scaron/prettyphoto

Someone reported a Dom XSS vector in 07-2014
http://www.perucrack.net/2014/07/haciendo-un-xss-
en-plugin-prettyphoto.html | can see evidences of
this issue being exploited in wild. Can you suggest
wh

View on web

- 2 *x




FINALLY SOME ACTION
M emonthirst cormmented 0 ey e

The only fix | see regarding this XSS vulnerability is on this repo
https://github.com/Duncaen/prettyphoto/blob/3eflddfefebbcctbbed245f9ceadre26838e9bbe
fs/jquery.prettyPhoto.js

Tested it and seemed to be ok.

scaron commented 10 days ago Cwner

I'll review and try to update the plugin tonight.

: x : anantshrl commented 10 days ago

Cool, good to see some progress on this one. Now once the patch is in repository we are left with
updating/informing the dependent softwares of the new release.

@scaron would it be possible that you can mark the new release as a security fix and a note stating that
people are requested to update to the new version ASAP.

-Anant

| . scaron referenced this issue from a commit 9 days ago

. [#149] Filter out chars to prevent X5%




SOME ACTION

| https://'wordpress.org/plugins/facebook-page-photo-gallery ad G = (D (0.4 c | | L

@) WORDPRESS.ORG

Showcase Themes Plugins Mobile Support Getinvolved About Blog Hosting Download WordPress

Pluglﬂ Dlrectory Lsername 'E]Pazsword 'h Log in |(forgot?) or Register

Whoops!

Developer Center . ) )
We couldn't find that plugin. Maybe you were looking for one of these?

Cearch BPluging




RELIEVED

LET THE WORLD BE IN PEACE
AND
LETS GET BACK TO WORK



AFTER 7 DAYS



WHY YOU NO FIX

WHY YOUNO

\




WORDPRESS PLUGIN INFO

1. Total 35 Plugins Found

Total Plugin Downloads Active Install

2882520 3,37,780




NERDY DATA

| € | @ nttps://search.nerdydata.com/code/?and_code[l=jquery.prettyphoto.js&limit=0,10&rank_min=1&rank_max=1000001 A=~ [N s B B [CCL R [NV EE-

Data JqueW'DFEttypthO'jS Search Advanced

About 1,042,503 results {1.9602 seconds) Page 1 of 104,251




WHAT IS VULNERABLE

1. Any application / website which has jquery.prettyphoto.js
2. Version 3.1.4 and 3.1.5 are confirmed vulnerable older versions not checked.



WHAT IS A FIX

1. Upgradeto3.1.6



ENOUGH OF THE PAST

WHAT'SIN IT FOR ME.



LESSONS TO BE LEARNED



FOR DEVELOPER

1. Neverignore pull requests and security issue bug report.
2. Proactively test software and at-least if a fix is released publicly accept security
ISsue.



FOR DEVELOPERS / SYSADMIN /
DEVOPS

1. neverignore update from shared library
2. Keep an eye on how shared resources are holding up.
3. Monitor your Dependencies



https://retirejs.github.io/retire.js/

Retire.js

What you require you must also retire

There is a plethora of JavaScript libraries for use on the web and in node.js apps out there. This
greatly simplifies, but we need to stay update on security fixes. "Using Components with Known
Vulnerabilities" is now a part of the OWASP Top 10 and insecure can libraries can pose a huge risk
for your webapp. The goal of Retire.js is to help you detect use of version with known
vulnerabilities.

Retire.js has these parts:

1. Acommand line scanner

2. A grunt plugin

3. A Chrome plugin

4. A Firefox plugin

5. Burp and OWASP Zap plugin




https://github.com/OWASP/SafeNuGet

O This repository  Search

Explore Gist Blog Help 2C ang
OWASP / SafeNuGet @ Watch~ 11
forked from eoftedal/SafeNuGet
MsBuild task to warn about insecure NuGet libraries
43 commits 1 branch 0 releases 3 contributors
[ branch: master - SafeNuGet / + =
This branch is 21 commits ahead, 4 commits behind eoftedal:master Pull Request Compare
Merge pull request #12 from nullioken/ntk/libgit2sharp
‘ eoftedal authored on 5 Jan latest commit 6fcB42a7a9
@ Demolib This commit contains the following enhancements : a year ago




HOW

I https:/fwww.owasp.org/index.php/OWASP_Dependency_Check n\ﬂ L] J

OWASP
bwledgements
tising

Events

Resources
rs
to OWASP
loads

OWASP Dependency Check

Main Acknowledgements Road Map and Getting Involved

FLAGSHIP ature proects

OWASP Dependency-Check

Dependency-Check is a utility that identifies project dependencies and checks if there are any known, publicly
disclosed, vulnerabilities. Currently Java, .NET, and Python dependencies are supported. This tool can be part of a
solution to the OWASP Top 10 2013 A9 - Using Components with Known Vulnerabilities #.




IS THIS ENOUGH

1. Notyet
2. We still lack method to track it for every third party library.
3. Manual tracking is still required.



REFERENCES

1. A9 - Using Components with Known Vulnerabilities
2. https://www.owasp.org/index.php/Top_10_2013-A9-
Using_Components_with_Known_Vulnerabilities


https://www.owasp.org/index.php/Top_10_2013-A9-Using_Components_with_Known_Vulnerabilities

THANKS



