@ elastic

Elastic Stack CKafkazZE=4U > |
ZWHHTHBICIE?

2019/04/08

Community Engineer @Elastic
Jun Ohtani @johtani




about

* Me, Jun Ohtani / Community Engineer
—  lucene-gosend X WY —

- TYIDMEBBREAFM H£E
—  http://blog.johtani.info

« Elastic, founded in 2012
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Elastic APM,
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Professional services: Support & development subscriptions
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The Beats family
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Kib 6
Share Clone Edit Reporting <€ © May 17th 2015, 17:09:39.868 to May 21st 2015, 09:03:52.113 >

Dashboard / [Filebeat Apache2] Access and error logs Full screen
[ *-I Uses lucene query syntax n

Add a filter 4

Unique IPs map [Filebeat Apache2]

. Unique count of apache2.access.remote_ip
l 01-262

' ©26.2-51.4 \~\
 @514-766

 @766-101.8 F
| @101.8-127 I

)
© OpenStreetMap contributors , Elastic Maps Service

Response codes over time [Filebeat Apache2] Operating systems breakdown [Fil...

o © @200 This container is too small
s 9 404 to render the visualization
S 50 I ®304
0 @301 (V]
2015-05-18 03:00 2015-05-18 15:00 2015-05-19 03:00 2015-05-19 15:00 2015-05-20 03:00 2015-05-20 15:00 2015-05-21 03:00 @ 206 @ Other @ Windows 7
@timestamp per hour @500 @® Mac OS X @ Linux
- A0 -_— [

Top URLs by response code [Filebeat Apache2] Browsers breakdown [Filebeat Apache2]

© 0200

@304 -
'

Q000 O >

\h—
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Heartbeat

Lightweight
Shipper for
Uptime

Monitoring

Dashboard / Heartbeat HTTP monitoring

S *

Add a filter +

HTTP monitors

monitor.id: Descending ©

http@https://www.sumologic.com 18,670,301 18,077,071 4,704,206 2,639,762 1,599,647
http@https://www.splunk.com/dd 18,390,803 18,091,974 3,046,838 5,142,075 1,407,655
http@https://www.splunk.com 18,172,903 18,091,912 3,046,808 4,826,412 2,527,840

http@https://www.logz.io
http@https://www.grafana.

.com 16,729,320 7,044,805 3,757,370 12,963,637 4,557,108

Fullscreen  Share Clone Edit CAuto-refresh € @ Last24hours >

HTTP monitors status

@

Max Max Max Max Max
monitor.duration.us resolve.rtt.us tcp.rtt.connect.us tls.rtt.handshake.us http.rtt.response_hea

17,135,670 1,256,646 4,124,582 13,005,021 632,934

©

@ monitor.status: up @ monitor.status: down © 200 @ 404

HTTP up status

Percentage of Cou

HTTP ping times

Count

50,000,000

40,000,000

30,000,000

20,000,000

10,000,000

© ® monitor.status: do...
@ monitor.status: up

14:00 17:00 20:00 23:00 02:00 05:00 08:00
@timestamp per 30 minutes

11:00

© @ Max resolve.rtt.us
® Max tep.rtt.connec...
® Max tls.rtt.handsh...
@ Max http.rtt.respo...

14:00 17:00 20:00 23:00 02:00 05:00 08:00 11:00
@timestamp per 30 minutes
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Uptime Ul

‘ kibana \:_/J uptime o orview i v~  Last 15 minutes Show dates @ Discuss
[
] QU search... Up Down Host v Port v Type V
Jedicated
Endpoint status Status over time
&7 Dashboard
. @ Timelion Up Down Total
\J pt | | | I e Canvas 0934 0935 0936 0937 0938 0939 0940 09:41 0942 0943 09:44 0945 0946 09:47
& maps
. .
Vionitorin g Ul o
@ Infrastructure Status Last updated Host Port Type 13 Monitor History
—
= O r. Ki b a n a Er ® Down a few seconds ago fake.elastic.co 80 http ||‘|~|l|l|l
(=)
QD APM ® Up a few seconds ago www.elastic.co 80 http 151.101.2.217 NTHTITEnnI]
/] Uptime
g ® Up a few seconds ago www.google.com 80 http 74.125.141.105 |||||[|||]|||||||||||
{o Graph
® Up a few seconds ago demo.elastic.co 443 http 35.202.241.153 LT
¢  DevTools
o
@ Monkorin Down a few seconds ago discuss.elastic.co 443 http 64.71.168.217 LTI
¥ ]
{§} e ® Up a few seconds ago github.com 443 http 192.30.253.113 |||||[|||||||||||||||
Default ® Up afewsecondsago  www.elastic.co 443 http 151.101.2.217 TR
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Metricbeat

Collect system
and application
metrics

Dashboard / [Metricbeat System] Host overview

beat.hostname:"orion.company.co"

Add a filter +
System Navigation [Metricbeat System]

System Overview | Host Overview | Containers overview

CPU Usage Gauge [Met... / Memory Usage Gauge [... «* Load Gauge [Metricbea...

‘ 17.39% ‘ 79.2% ‘

Swap usage [Metricbea... & Memory usagevstotal « Number of processes[...

o Processes
Memory usage

91.9% : 27(11;55 2 5

CPU Usage [Metricbeat System]

»

<

»
¢

Full screen  Share

Inbound Traffic [Metric... ¢

Inbound Traffic

5.3KB/s

5.9mM8

Disk used [Metricbeat S...

39.44%

System Load [Metricbeat System)

»

»
¢

Clone Edit Reporting < O Last15minutes >

Uses lucene query syntax n

Outbound Traffic [Metr... «* Packetloss [Metricbeat... ¢

Outbound Traffic In Packetloss

776.2B/s 0

2.8MB Out
Disk Usage [Metricbeat System] 7
I 100%
= 34.2%
— 25.9%
— 25.4%
0%
0%
> 236
- 22




Metricbeat

lots of modules
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Metricbeat € a1—JL

Aerospike module

Apache module
Ceph module

Couchbase module

Docker module
Dropwizard module

Elasticsearch module

Etcd module
Golang module

Graphite module
HAProxy module

HTTP module

Jolokia module
Kafka module
Kibana module
Kubernetes module
kvm module
Logstash module
Memcached module

MongoDB module
Munin module

MySQL module

Naginx module

PHP_FPM module
PostgreSQL module
Prometheus module
RabbitMQ module
Redis module
System module
uwsgai module
vSphere module
Windows module

ZooKeeper module

7. @ elastic


https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-aerospike.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-apache.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-ceph.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-couchbase.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-docker.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-dropwizard.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-elasticsearch.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-etcd.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-golang.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-graphite.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-haproxy.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-http.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-jolokia.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-kafka.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-kibana.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-kubernetes.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-kvm.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-logstash.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-memcached.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-mongodb.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-munin.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-mysql.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-nginx.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-php_fpm.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-postgresql.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-prometheus.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-rabbitmq.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-redis.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-system.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-uwsgi.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-vsphere.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-windows.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-zookeeper.html
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Apache module
Ceph module
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Docker module
Dropwizard module

Elasticsearch module

Etcd module
Golang module
Graphite module
HAProxy module
HTTP module

Kubernetes module
kvm module
Logstash module
Memcached module

MongoDB module
Munin module

MySQL module

Naginx module

PHP_FPM module
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RabbitMQ module
Redis module
System module
uwsgai module
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https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-aerospike.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-apache.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-ceph.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-couchbase.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-docker.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-dropwizard.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-elasticsearch.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-etcd.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-golang.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-graphite.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-haproxy.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-http.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-jolokia.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-kafka.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-kibana.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-kubernetes.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-kvm.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-logstash.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-memcached.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-mongodb.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-munin.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-mysql.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-nginx.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-php_fpm.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-postgresql.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-prometheus.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-rabbitmq.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-redis.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-system.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-uwsgi.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-vsphere.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-windows.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-zookeeper.html
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5~ EHH - Metricbeat Kafka module
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Dashboard / [Metricbeat Kafka] Overview Fullscreen  Share Clone Edit CAuto-refresh < @ Last4hours
| >_ Search... (e.g. status:200 AND extension:PHP) Options
@ Add a filter +
1sl
Kafka Controls Kafka Metrics Consumer Metrics
Topic Name Partition
b Select... 4 e 3 3 225 450
™ Topics Brokers Partitions Replicas Consumer Groups
@ Consumer Group Lag by Topic Kafka Brokers
;E‘ 60
>e ic 0 Broker ID Topics Leader Partitions Replicas
= 50 @ metrics 0
0 4 92 200
y 2 ® logs 0
40 1 4 91 200
*® 2
o . 4 92 200
20
\' “
10 ’ \ !‘ ‘ \ A ’ ” ‘ Kafka Topic Details
\ufu‘b thh\ Il M
09:00 09:30 10:00 10:30 11:00 11:30 12:00 12:30
per 60 seconds Topic Name Brokers Partitions Replicas Consumers Newest Offset Oldest Offset
X elastic 3 100 200 1 2,969,236 2,696,166
Kafka Topic & Consumer Offsets
logs 3 50 100 1 5,935,557 5,401,373
2,000,000,000
> @ metrics 1,645,137,881 metrics 3 75 150 1 3,955,163 3,599,243
H 1A
1:500,000,000 ® elastic 1,665,536,309
H ‘ ® metrics kafka- 1,684,679,696
1,000,000,000 @ logskafka-loa 1,709,338,676
V ® elastic-kafka-l(1,781,323,080 Kafka Consumer Group Clients
500,000,000
Consumer group client Topic Partition Newest Offset
0 consumer-1 logs 3 5,935,557
09:00 09:30 10:00 10:30 11:00 11:30 12:00 12:30
per 60 seconds consumer-1 logs 45 5,935,494

TR .= COElT
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Filebeat

tail log from
file

Dashboard / [Filebeat Nginx] Access and error logs Fullscreen Share Clone Edit Reporting < O September 20th 2017, 00:51:16.615 to September 21st 2017, 12:00:30.029 >
* Uses lucene query syntax n

Add a filter +

Access Map (Filebeat Nginx] »

:
=)

7 N'\l\”;?j\,
N ,f’) -7 A Count
T @l ©1-88592
o '@y ©86502-17.3174
. o © 173174 259756
> @ 259756 - 346338
“ Sz, P © 34633843252
e v © OpenStroetMap contributors , Elastic Maps Service
Response codes over time [Filebeat Nginx] < Errors over time [Filebeat Nginx] Pa
80
12,000 © 0200 )
: @304
1 ®301
0,000
e B
8,000 206
g ®302 § '
8 600 3
4,000
20
[} 0
07:00 1300 19:00 01:00 07:00 07:00 1300 19:00 01:00 07:00
@timestamp per 30 minutes @timestamp per 30 minutes
Response codes by top URLS [Filebeat Nginx] /
© 0304



Filebeat

many modules

0

Apache Nginx Auditd MySQL

% elastic



Filebeat modules - v6.4.2

Apache? module

Auditd module

Icinga module

IS module

Kafka module

Logstash module

MongoDB module

MySQL module

Nginx module

Osquery module

PostgreSQL module

Redis module

System module

Traefik module

> @ elastic


https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-apache2.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-auditd.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-icinga.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-iis.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-kafka.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-logstash.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-mongodb.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-mysql.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-nginx.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-osquery.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-postgresql.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-redis.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-system.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-traefik.html

Filebeat modules - v6.4.2

Apache? module

Auditd module

Icinga module

IS module

Logstash module

MongoDB module

MySQL module

Nginx module

Osquery module

PostgreSQL module

Redis module

System module

Traefik module

¢ o elastic


https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-apache2.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-auditd.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-icinga.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-iis.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-kafka.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-logstash.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-mongodb.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-mysql.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-nginx.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-osquery.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-postgresql.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-redis.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-system.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-traefik.html
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LT

- Filebeat Kafka module

Dashboard / [Filebeat Kafka] Overview

>_ pear(h... (e.g. status:200 AND extension:PHP)

Full screen

Share  Clone

Edit

CAuto-refresh < @ Last4hours >

Options Refresh

@}‘rH

Add a filter +

Number of stracktraces by class [Filebeat Kafka]

Stacktraces [Filebeat Kafka]

© © NetworkReceive.java

Time -
- > April 15th 2019, 12:32:53.046
S
Machine Learning |

Count

All logs [Filebeat Kafka]

Time -

B e o e el PR P - - o

»  April 15th 2019, 12:32:53.153  DEBUG

»  April 15th 2019, 12:32:53.153 DEBUG

»  April 15th 2019, 12:32:53.057 DEBUG
»  April 15th 2019, 12:32:53.057 DEBUG
»  April 15th 2019, 12:32:53.046 DEBUG SocketServer brokerld=1
»  April 15th 2019, 12:32:52.958 DEBUG SocketServer brokerld=2
»  April 15th 2019, 12:32:52.921 DEBUG SocketServer brokerld=2
»  April 15th 2019, 12:32:52.921 DEBUG SocketServer brokerld=0

»  April 15th 2019, 12:32:52.921 DEBUG SocketServer brokerld=1

09:30 10:00 1030 11:00
@timestamp per 5 minutes

11:30 12:00

> April 15th 2019, 12:32:52.958

Log levels over time [Filebeat Kafka]

20,000
o I I I I I I I
N

Connection with /10.12.3.5 disconnected

Connection with /10.12.1.6 disconnected

Connection with /10.12.1.10 disconnected

Connection with /10.12.1.10 disconnected

Connection with /10.12.1.10 disconnected

kafka.log.class

org.apache.kafka.common.
network.Selector

org.apache.kafka.common.
network.Selector

kafka.log.trace.class

NetworkReceive java

NetworkReceive java

IIIIIIIII o

1-500f76,410 < >
kafka.log.trace.full

java.io.EOFException

at org.apache.Kafka.common.network Networ
kReceive.readFrom(NetworkReceive java:96)

at org.apache.kafka.common.network.KafkaC
hannel.receive(KafkaChannel java:344)

at org.apache.kafka.common.network.KafkaC
hannel.read(KafkaChannel.iava:305)

java.io.EOFException

at org.apache.kafka.common.network.Networ
kReceive readFrom(NetwnrkReceive iava‘9f)

© ®DEBUG

09:00 09:30 10:00 1030 11:00 1130 12:00 1230
@timestamp per 5 minutes
1-500f 1,109,147 < >
kafka.log.level kafka.log.component kafka.log.message

ReplicaFetcher replicald=1, leaderld=2, fetcherld=0 Node 2 sent an incremental fetch response for session 155300621 with O response partition(s), 54 implied partition(s)

ReplicaFetcher replicald=1, leaderld=2, fetcherld=0 Built incremental fetch (sessionld=155300621, epoch=859711) for node 2. Added 0 partition(s), altered 0 partition(s), removed 0 partition(s) out of 54 partition(s)
»  April 15th 2019, 12:32:53.147 DEBUG unknown Got ping response for sessionid: 0x169e32c6fae0004 after Oms

ReplicaFetcher replicald=0, leaderld=1, fetcherld=0 Node 1 sent an incremental fetch response for session 488303265 with 0 response partition(s), 53 implied partition(s)

ReplicaFetcher replicald=0, leaderld=1, fetcherld=0 Built incremental fetch (sessionld=488303265, epoch=518761) for node 1. Added 0 partition(s), altered 0 partition(s), removed 0 partition(s) out of 53 partition(s)
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Machine Learning / job Management / Create New job / Single Metric job aQa Q < O March 23rd 2017, 06:00:00.000 to April 22nd 2017, 04:59:00.000 >

(LR  Use full server-* data

New job from index pattern server-*
Aggregation O Field O Bucket span O

Sum : ol : 30m u

Sparse data O

40.000.000
33.000.000
356,000,000
34,000,000
32,000,000
30.000.000
28,000,000
26,000,000
24,000,000

S5 Mon 27 Wed 29 Fri31  Apeil Mon 03 Wed 05 FriQ7 Apr 09 Tue 11 Thu 13 Sat1s Mon 17 Wed 19 Fri2t

Name O

sum-total

Description O

» Advanced O
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