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Identity and Access Management

What | know
Did you say IAM?
What | have

What | am

Let's talk about authentication
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Authentication

User experience

S’identifier avec
FranceConnect

Administrator experience
FranceConnect

Attack surface

Security features




Classic login flow One identity per application for

each user

App responsible for
authentication

Account ID or email address

Different login/password per
app

User ID / Password




Login flow th rough federation One centralized identity for each

user

Delegated authentication

Login with SSO

SSO button

|

Single login/password

MY-CORP

Sign in

— N
someone@example.com
Password

Sign in A p p

Identity Provider login (Active Directory)




Login flow th rough federation One centralized identity for each

user

Delegated authentication

To continue, log in to Spotify.

S CONTINUE WITH GOOGLE

Single login/password

l SSO button

G Se connecter avec Google

Connexion

Accéder a l'application Spotify
N ~
Adresse e-mail ou numéro de téléphone
Adresse e-mail oubliée ?
Créer un compte

|dentity Provider login (Google)




SAML flow

Identity Provider User Service Provider
Browser

@ The user accesses the SP (Service Provider) via the browser
>

The Service Provider sends a

The browser relays the SAML Request @ SAML Request to the browser (redirect) @
request to the Identity Provider

User authentication

The IDP generates the SAML assertion
and sends it back to the browser (POST) The browser relays the SAML Assertion
> to the Service Provider

If the user is authenticated, the SP sends the
security context to the browser (session, JWT, ...)

>

Request the resource from the Service Provider

The Service Provider responds with the requested resource
<

\4




SAML Trust

Provides to SP: Provides to IdP:

IdP Metadata file . ' SP Metadata file

- |dP Issuer - SPlIssuer

- 1dP Sign-In URL Jrs - SPACS URL
- IdP Certificate - SP Certificate

|dentity Provider Service Provider




Brief history

| |

SAML 1.0 SAML 2.0 OAuth 2.0




OAuth 2 o oot

Facebook wants to access your
s . Google Account
Find Friends Profile Information Profile Picture '

Are your friends already on Facebook? This will allow Facebook to:
Many of your friends may already be here. Searching your email account is the
fastest way to find your friends on Facebook.

B See, edit, download and permanently delete your (D
M Gmail contacts

Your Emaik [

Emall Password: Make sure that you trust Facebook

m You may be sharing sensitive info with this site or app. You
8 Fracebook will not store your password, can always see or remove access in your Google Account.

Learn how Google helps you share data safely.

o! Yahoo! Find Friends
See Facebook's privacy policy and Terms of Service.

: J' Windows Live Hotmall Find Friends
: Cancel

Other Email Service Find Friends

Password transmission Authorizations delegation
(2004) OAuth 2 (2012)




Birth of OIDC

2012 2014 >

| |

SAML 1.0 SAML 2.0 OAuth 2.0

OpenID Connect
(OIDC)




OIDC : Authorization

Identity Provider

The browser relays the nonce and scopes
to the Identity Provider

User
Browser

The user accesses the SP (Service Provider)
via the browser

Service Provider

®

The SP sends the nonce and the requested
scopes to the browser (redirect)

®

User authentication and consent

The IdP sends an authorization code to the
browser (redirect)

The browser relays the authorization code
to the Identity Provider

@




OIDC : Obtaining Token

Identity Provider User Service Provider
Browser

‘ The SP sends the authorization code and
nonce back to the IdP @

The IdP returns an access token and an
identity token

The Service Provider responds with the requested resource

<




Beyond federation

Points of attention Advices

- Single point of failure - Redundancy systems
- Data privacy - Beaware

- Data compromise - MFA




Beyond federation

Limitations Solutions

- The delegation of authorizations - Standardized policy
concerns only the IdP management
(not possible between two SPs)
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https://www.flaticon.com/

Find me online:

@ sebferrer

M) seb-ferrer

& https://blog.kimi.ovh
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